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Abstract: In response to the challenge of comprehensively assessing privacy-preserving algorithms, an assessment
method on protection effectiveness of differential privacy algorithms based on fuzzy influence diagram was proposed,
achieving a multi-perspective assessment of differential privacy algorithms with a comprehensive score and level as as-
sessment results. Starting from five aspects—algorithm security, feasibility, privacy bias, data utility, and user experi-
ence, an indicator system was established. Fuzzy theory was employed to handle uncertainties, while the diagram was
used to propagate interactions between factors. The assessment score and level were obtained by calculating the fuzzy in-
fluence diagram, and then used as feedback for parameter adjustment to achieve iterative assessment. Formalization link
was proposed to solve the problem of completely opposite algorithms with idential evaluation results. Comparative ex-
periments on electricity-carbon analysis model demonstrate the proposed method can assess the protection effectiveness
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role in the discrimination of the algorithm.
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42 Hikae etk VHL—VHL;HL—HL;ML—ML;LL—LL;VLL—VLL
1 & R 41 R R 22 7 VHL—VHL;HL—HL;ML—ML;LL—LL;VLL—VLL
43 HHE T FH VHL—VLL;HL—LL;ML—ML;LL—HL;VLL—VHL
42 ik etk VHL—VLL;HL—LL;ML—ML;LL—HL;VLL—VHL
2 x5t 5 41 R 22 7 VHL—VHL;HL—HL;ML—ML;LL—LL;VLL—VLL
43 HHE T FH VHL—VHL;HL—HL;ML—ML;LL—LL;VLL—VLL
42 ik etk VHL—VHL;HL—HL;ML—ML;LL—LL;VLL—VLL
3 (SR NEA 41 R R 22 7 VHL—VHL;HL—HL;ML—ML;LL—LL;VLL—VLL
43 HHE T FH VHL—VLL;HL—LL;ML—ML;LL—HL;VLL—VHL
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7 AHXS EHAS B 32 fFR 5'% {63 VHL—VLL;HL—LL;ML—ML;LL—HL;VLL—VHL
8 Pl 32 5 Bt VHL—VLL;HL—LL;ML—ML;LL—HL;VLL—VHL
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22 SR A R 35 A€/ T IA VHL—VHL;HL—HL;ML—ML;LL—LL;VLL—VLL
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e 35 HHE 3 VHL—VHL;HL—HL;ML—ML;LL—LL;VLL—VLL
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27 B A o 37 TG VHL—VHL;HL—HL;ML—ML;LL—LL;VLL—VLL
28 Wi Ty 2 30 = RPR1IY IR VHL—VHL;HL—HL;ML—ML;LL—LL;VLL—VLL
29 I 7 Ui J&5 30 HVERENLME VHL—VHL;HL—HL;ML—ML;LL—LL;VLL—VLL
30 BIEBELE 41 e A i 22 14 VHL—VLL;HL—LL;ML—ML;LL—HL;VLL—VHL
31 PLs G 42 ik etk VHL—VHL;HL—HL;ML—ML;LL—LL;VLL—VLL
N 31 LBy VHL—VHL;HL—HL;ML—ML;LL—LL;VLL—VLL

32 3 Btk e
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34 KA CRY T 5K 44 FH P AR VHL—VHL;HL—HL;ML—ML;LL—LL;VLL—VLL
35 HHT 38 39 TR VHL—VHL;HL—HL;ML—ML;LL—LL;VLL—VLL
36 TR TT 8 38 R VHL—VHL;HL—HL;ML—ML;LL—LL;VLL—VLL
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44 FH A 45 R FA DR SRR VHL—VLL;HL—LL;ML—ML;LL—HL;VLL—VHL
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0 10 20 30 40 50 60 70 80 90 100]
0 1 0.7 0.3 0.1 0 0 0 0 0 0 O
0.1 081 0567 0.243 0.081 0 0 0 0 0 0 0
0.2 049 0343 0.147 0.49 0 0 0 0 0 0 O
03 025 0175 0.16 02 0.12 0.04 O 0 0 0 O
04 0 0 064 08 048 0.16 O 0 0 0 O
05 0 0 0.8 1 06 02 0 0 0 0 O
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07 0 0 0.16 02 035 05 035 01 0 O O
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30 0.1 0.07 038 1 0.6
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50 O 0 016 02 07
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02 0.14 004 O 0 0
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1 07 02 016 0 0
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0 10 20 30 40 50 60 70 8 90  100]
O 00 0 0 0 02 06 1 08 07 1
01 0 0 0 0 0 018 05 09 072 0567 08l
02 0 0 0 0 0 014 042 07 056 0343 049
03 0 0 0 0 0 01 03 05 04 0175 025
S lo4 0 0 0 0 0 016 048 08 064 0. 0
Fop=F UFSUFRUE=100 0 0 0 0 0 02 06 1 08 0 0
06 0 0 0 0 0 016 048 08 064 0 0
07 0 0 0 01 035 05 035 02 0.6 0 0
08 0 0 0 014 049 07 049 0.14 0 0 0
09 0 0 0 018 063 09 063 0.18 0 0o 0
10 0 0 0 02 07 1 07 02 0 0 0.
FHR () B A A 1 32 OB F oy
i 0 10 20 30 40 50 60 70 80 90 100]
0O 0 0 016 02 049 06 06 1 08 07 1
01 0 0 016 018 049 054 06 09 08 07 08l
02 0 0 014 014 042 042 06 07 0.7 049 049
03 0 0 010 014 03 03 05 05 05 025 03
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03 03 03 05 05 05 05 05 05 05 05 05/ 5.1
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7105 03 03 08 1 07 1 07 1 08 03 03|72
06 03 03 08 08 07 08 07 08 08 03 03] 66
07 05 05 05 05 05 05 05 05 05 03 03] 5.1
08 07 07 06 06 07 07 07 0.6 06 049 049]6.88
09 09 07 08 081 07 09 07 06 06 07 081|822
10 1 07 08 1 07 1 07 06 06 07 1 ]88
3) PPt 45 R MR 3, AR (T) AT E AR RO K B

ARG AT s ARG, W3 B0 PP Al 45 L .
B FERE F o5 H SUM FIARFR A BERRAT HUE M A, AR
I 2(6) 1% HL SUM 1) 5 43 26 (1) e A dje K — AT, P
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RO RN Z, QiR 3 FE 8 1%k Ak K

B

Score,; = 0.1136 x 0 + 0.0795 x 10 +

0.0909 x 20 + 0.1136 x 30 + 0.0795 x 40 +
0.1136 x 50 + 0.0795 x 60 + 0.0682 x 70 +
0.0682 x 80 + 0.0795 x 90 + 0.1136 x 100 = 48.4

[EE, R4 2R AR 0~30 FIAE 24 0.3295, 20~
50 (I EZ 9 0.329 5, 30~70 I HEE N 0.454 5, 50~
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80 HIME %4 0.397 7, 70~100 [ HER 4 0.397 7,
Kafam. HIL, WHEEAKFEE, 153 0H
Laplace HL il A< {0 I L & 3 E AT R 97 O RO S5 900R
(ML),

&3 A& Laplace MBI NET SRS

BRGSO SRR S KPR
0 1.0 0.113 6 0.113 6
10 0.7 0.079 5 0.1932
20 0.8 0.090 9 0.284 1
30 1.0 0.113 6 0.3977
40 0.7 0.079 5 0.477 3
50 1.0 0.113 6 0.590 9
60 0.7 0.079 5 0.670 5
70 0.6 0.068 2 0.738 6
80 0.6 0.068 2 0.806 8
90 0.7 0.079 5 0.886 4
100 1.0 0.113 6 1.000 0

AR () T B LR PPAL 25 SR T {5 B2 N
0% 45 = 0.028
44 HERRIFER
_FIRXE Laplace HLi I VTAl 45 R EEUK, k+
HHE LFEAERAE, SONE A Gaussian ALHI FH HL
AT ORY, R L E 2 21048 A Gaussian 22 77
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0.3
0.3
0.3
0.3
0.3
0.3
0.3
0.3
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0.3
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0.3
0.3
0.3
0.3
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0.3
0.3
0.3
0.3
0.3
0.3

20
0.8
0.8
0.7
0.5
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0.8
0.8
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0.6
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1.0
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0.7
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0.8
1.0
0.8
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0.6

40
0.7
0.7
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0.5
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0.7
0.7

0
0.1
0.2
0.3
0.4
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0.6
0.7
0.8
0.9
L1.0

e U O 1.0 AT A R BEAL S R S8 1
HMEZRp AR S P, BB E 8 FiR Ok
INEF N

MRS, THHEHTH Gaussian WL IEAL 72 80H

Score); = 58.4
Iy, W6 s, MRAEHRAFEEN, 130

!
Fys

0.14

Laplace#L#| M Gaussian#/L. 3]

0.12
0.10
%%0.08
0.06
0.04
0.02
0 0 10 20 30 40 50 60 70 8 90 100
225 BRRASIE AP RICR
KI8T sUBEZR AT
<4 Laplace Hl$ 34 25 5R
PRI R M AH
A 72 0.329 5
= 03295
el 0.454 5
If 0.397 7
AEH b 0.3977

Ba R VE (6=0.1,0=0.001) BEATLRY, FHAUHE
ATVEAN o BRI B 3 50 . Bl AR 4P S0 Fo i s
TESETE s scdtiads , A48 FH L 4 B s RSB s v
B S AR AR IR X T AT IR A, &
AR EIRAR, S RIME T A0 45 AR AR A

50 60 70 80 90 100 |SUM
1.0 07 10 08 07 10] 83
09 07 09 08 07 0979
07 07 07 07 07 07]69
05 05 05 05 05 05751
06 06 08 08 07 08] 7.1
06 06 10 08 07 10| 77
06 06 08 08 07 08 7.1
05 05 05 05 03 03] 47
07 0.7 06 06 049 049)6.08
0.7 0.7 081 08 0.7 0.81]7.22
07 07 10 08 07 10] 7.7

it F Gaussian ML A O FH H & 04T CR4P 1 R0R 25
g (ML) AR
" . = 0.062
LANATFE TN, AT A2 K EIEAR.
B FRZE AT WL, B T ERAARE, HEE
R 2R, Ao, PRARIX PR SR A AT e
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PHRE, &N F—HHAE P IRE, e
EAUE R Ao ARG R 2 DR 2 AR T Al 56 P R
I, REANMT AR A R BRAE X AN VS I SRR
PR, Horb SRR B R 4.2 75 R A R ) L
RIAIAEIR S e 45 21

H T SRR REERA M, FERRS
EAnJE T A — RGO, PR R 2R 3 A
IR PR AR B A& 7 . AR, DL “ReRLfRir
R B, B A R RE B B DGk
P FERMATHES “HURBURME” fbri4T I &
LRI R o, “HdR kB RERMATHEN
HiPh g RimE B, M “ERHURtE” Fabr 47 )
) SR S A R

i FHFEFRA R a 2351l 5k Laplace ML (e =0.1) F
Gaussian 1l (e=0.1,0 =0.001) *FHHEEFERT L
FHEAT VL, AR 2 AN FIERVEAL 45 R = 0 5N
B =[0.200 0,0.177 3,0.470 6,0.08166,0.070 5 ] £/l
B, gusn = [0.1905,0.1358,0.551 6,0.113 6,0.008 5 ].
TEXNER b MRBES RS, RIERKEE
JR, X EHE WA A RN “h, kT
FrR .

a_Laplace

=7 BHEETENERa
ZE R EE TR
Laplace HL#| H (ML)

Gaussian AL (ML)

i TR bR R R b % Bk T7 S OGHEAT WAL, 159
B 2 A B B BT 005 4 30 By e =
[0.0680,0.2674,0.4673,0.1372,0.0601 ] F1 B, goussan =

[0.0695,0.2063,0.5490,0.1683,0.0068 ], — % I 1F1h
I 7, R 8 BT

Fir {5 FH 149 Gaussian ML ¥ %5 Laplace L1 5 »
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PR RIS R R T AR Z 5y AL R 2
5. e T AR
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Laplace HL) ML) s FERORISC RGBT EL, WILLEI KR, M
Gaussian L L) LR 6 R 20 B R X

%9 MIBR IE EL IR T AU E R

\ i (S ia & i) T i . N

L BRI WAl 2 A S

A by I ea = [ e
Laplace L 03723 03723 0.468 1 03723 03723 50.0 (ML)
Gaussian F1 41 0.3723 0.3723 0.468 1 03723 0.3723 50.0 FF (ML)
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